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1
Decision/action requested

This contribution proposes to add evaluation to solution #3 in TR 33.866
2
References

[1]
3GPP TR 33.866 v0.4.0
3
Rationale

It’s proposed to add the evaluation to solution #3.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.866.

***
START OF  CHANGE
***

6.3
Solution #3: Usage of current SBA mechanisms to protect data in transit

6.3.1
Introduction

This solution addresses KI#3.2 on protection of data in transfer. 
6.3.2
Solution details

Any data transferred between core network functions is protected by SBA mechanisms as described in clause 13.3 and clause 13.4 of 3GPP TS 33.501 [8] for authentication and authorization of NF Service Consumer and NF Service Producer. 

According to 3GPP TS 33.501 [8], clause 13.3.0, all network functions shall support mutually authenticated TLS and HTTPS. TLS shall be used for transport protection within a PLMN unless network security is provided by other means. Thus, communication between NFs is integrity, confidentiality and replay protected.

By using an access token issued by NRF, NFs are authorized for requesting analytics from an analytics function or providing analytics data to the analytics function.

Editor's Note: End-to-end integrity and confidentiality protection is FSS.
Editor's Note: Whether the user consent of data sharing between NFs is mandatory is FFS.
6.1.3
Evaluation

This solution reuse the current SBA mechanisms to protect data in transit.
This solution meets the requirement in KI#3.2 without any extra system impact.

***
END OF CHANGE
***


